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ith the rise of the global economy, new challenges arise for business, government and individuals in protecting the financial and personal information of customers from those who seek to misappropriate it.  In order to help consumers fight this battle, the Commonwealth of Massachusetts passed legislation that aims to protect consumer information used in business transactions.  Massachusetts General Laws ch. 93H, which affects all types of businesses, attempts to prevent and limit the impact of security breaches in the Commonwealth of Massachusetts when dealing with the personal information of Massachusetts residents.  The legislation and related regulation requires the substantial protection of private data through a written information security program as well as specific protections of computer based personal information. 

It appears the Massachusetts General Court passed the act related to the protection of consumers privacy and data in response to several instances of highly publicized breaches of security which affected many Massachusetts residents.  It appears the extensive breach of security concerning personal information that occurred at Massachusetts based TJX Companies and its affiliates was a primary instigator behind the legislation at issue.  In late 2006 and early 2007, TJX Companies discovered that a group of hackers  had  gained access to the central 
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database of TJX Companies and had misappropriated consumers personal information as well as financial information for illegal purposes.
  Based upon early estimates of the damage inflicted by the hackers in the TJX case, it appeared that over 45 million credit and debit card numbers (in addition to driver’s license numbers and Social Security numbers) were stolen from TJX and its related companies.
  In addition, as described by Mr. Pereira, important to note was “The ease and scale of the fraud expose how poorly some companies are protecting their customers’ data on wireless networks, which transmit data by radio waves that are readily intercepted.”
  The information contained on those wireless networks would be a major focus of the Massachusetts personal information security measures contained in Massachusetts General Laws. ch. 93H and related legislation as well as regulations. 

Massachusetts General Laws ch. 93H relates to the safeguarding of personal information contained in both paper and electronic records.  The legislature, in response to the significant data breaches briefly discussed above, provided guidance to the Massachusetts Department of Consumer Affairs and Business Regulation in how to protect important consumer information of residents of the Commonwealth of Massachusetts which is owned or licensed by any person.
  Mass. Gen. Laws ch. 93H, § 2(a) seeks to “insure the security and confidentiality of customer information in a manner fully consistent with industry standards; protect against anticipated threats or hazards to the security or integrity of such information; and protect against unauthorized access to or use of such information that may result in substantial harm or inconvenience to any consumer.”
 Importantly, the legislation and accompanying regulation, only require the protection of personal information related to Massachusetts residents. 

Mass. Gen. Laws ch. 93H establishes the information to be protected and what individuals, businesses or agencies are required to comply with the section.  Mass. Gen. Laws ch. 93H, § 1(a) provides the definition of “data” and “personal information” to be protected.  “Data” is defined as “any material upon which written, drawn, spoken, visual, or electromagnetic information or images are recorded or preserved, regardless of physical form or characteristics.”
  Such a definition of data is broad and expansive, seeking to capture both electronic and paper records.  However, the law requires only that the “personal information” of a resident of the Commonwealth be protected.  “Personal Information” is defined as “a resident’s first name and last name or first initial and last name in combination with any 1 or more of the following data elements that relate to such resident: (a) Social Security number; (b) driver’s license number or state-issued identification card number; or (c) financial account number, or credit or debit card number, with or without any required security code, access code, personal identification number or password, that would permit access to a resident’s financial account; provided, however, that ‘Personal Information’ shall not include information that is lawfully obtained from publicly available information, or from federal, state or local government records lawfully made available to the general public.”
  
The legislation only requires the significant protection of “personal information” by a person who owns or licenses such information.  A person that simply maintains or stores personal information is subject to a less stringent set of requirements pursuant to Mass. Gen. Laws ch. 93H.  Mass. Gen. Laws ch. 93H, §1(a) defines a “person” as “a natural person, corporation, association, partnership or other legal entity.”  A “person” does not include a government agency, department, board, or any political subdivision thereof.
  Once a breach occurs related to personal information, persons that own or license such data are required to report the breach of security to the Massachusetts Attorney General, the director of consumer affairs and business regulation as well as the affected resident.
  Persons or agencies that do not own or license the data, but maintain or store such personal information are also required to report breaches of security related to such data.
  

Pursuant to Mass. Gen. Laws ch. 93H as directed by the final legislation, the Massachusetts Department of Consumer Affairs and Business Regulation (“MA Consumer Affairs”) issued regulations outlining the standards for the protection of personal information of residents of the Commonwealth of Massachusetts.
  The regulation, which went into effect on March 1, 2010, “establishes the minimum standards to be met in connection with the safeguarding of personal information contained in both paper and electronic records.”
  It is the objectives as outlined in Mass. Gen. Laws ch. 93H, § 2(a), as described above, which provide the basis for 201 CMR 17.00.  

The regulations apply to those who own or license personal information about residents of the Commonwealth, excluding government agencies and/or departments.
  The regulations require that “Every person that owns or licenses personal information about a resident of the Commonwealth…” develop a comprehensive information security program.
  However, based upon the definition of “owns or licenses” contained in 201 CMR 17.02, it appears the regulation goes beyond the scope of Mass. Gen. Laws ch. 93H to specifically subject those who simply maintain or store such personal information concerning residents of the Commonwealth of Massachusetts to the requirements of the 201 CMR 17.00.  A person is considered to own or license such information, pursuant to 201 CMR 17.02, when one “Owns or licenses, receives, stores, maintains, processes, or otherwise has access to personal information in connection with the provision of goods or services or in connection with employment.”
  Therefore, any person who deals with personal information in a business setting is subject to the requirements of 201 CMR 17.02.
  
It appears that Massachusetts may be one of the first states in the nation to require a written security information program along with specific computer security requirements from all individuals and/or businesses who deal with personal information of residents of the Commonwealth of Massachusetts.  Massachusetts, and specifically the Office of Consumer Affairs & Business Regulation, make clear that the scope and requirements of the statute as well as the regulation depend upon the scope and size of the business in the Commonwealth.  The security breaches and information related thereto will be analyzed on a case by case basis.  The statute and regulations highlight the fact that the Commonwealth of Massachusetts will analyze the breaches (and safeguards required of each business) by looking at the total circumstances of the business at issue.  

The Massachusetts General Court (which is the Massachusetts legislature) included the following factors in the final legislation for determining the level of security required of a business: the size and type of the business, resources of the business, the amount of stored data, and the need for security and confidentiality of consumer and employee information.
  In addition, the safeguards maintained by a person as outlined in Mass. Gen. Laws ch. 93H and 201 CMR 17.00 must also comply with any additional state and federal regulations by which the business may already be regulated.
  
Persons who own or license personal information were required to be in full compliance with 201 CMR 17.00 by March 1, 2010.
  The written information security program for a person who owns or licenses personal information has several requirements as discussed in 201 CMR 17.00.  201 CMR 17.00 establishes two sets of requirements in relation to the securing of personal information.  The first set, 201 CMR 17.03(2) lists the requirements for the comprehensive security information programs while the second set
 establishes computer system security requirements to be included in the written, comprehensive security information programs. 
The Written Information Security Program. 

The key requirements of 201 CMR 17.03(2) require the person who owns or licenses personal information to maintain a comprehensive information security program.  Such program shall include (but not be limited to) the following: 
a) Designating one or more employees to maintain the comprehensive information security program.

b) Identifying and assessing reasonably foreseeable internal and external risks to the security, confidentiality, and/or integrity of any electronic, paper or other records containing personal information, and evaluating and improving, where necessary, the effectiveness of the current safeguards for limiting such risks, including but not limited to: 1. ongoing employee (including temporary and contract employee) training; 2. employee compliance with policies and procedures; and 3. means for detecting and preventing security system failures. 

c) Developing security policies relating to the storage, access and transportation of records containing personal information outside of business premises. 

d) Imposing disciplinary measures for violations of the Comprehensive information security program rules. 

e) Preventing terminated employees from accessing records containing personal information. 

f) Oversee service providers, by: 

1.
Taking reasonable steps to select and retain third-party service providers that are capable of maintaining appropriate security measures to protect such personal information consistent with these regulations and any applicable federal regulations; and 

2.
Requiring such third-party service providers by contract to implement and maintain such appropriate security measures for personal information…

g) Reasonable restrictions upon physical access to records containing personal information, and storage of such records and data in locked facilities, storage areas or containers. 

h) Regular monitoring to ensure that the comprehensive information security program is operating in a manner reasonably calculated to prevent unauthorized access to or unauthorized use of personal information, and upgrading information safeguards as necessary to limit risks. 

i) Reviewing the scope of the security measures at least annually or whenever there is a material change in business practices that may reasonably implicate the security or integrity of records containing personal information. 

j) Documenting responsive actions taken in connection with any incident involving a breach of security, and mandatory post-incident review of events and actions taken, if any, to make changes in business practices relating to protection of personal information. 
Computer Security Requirements. 

The comprehensive information security programs require persons who own or license personal information to provide security systems for technology used by the business.  It is in these specific computer security requirements that Massachusetts moves to the forefront in protecting personal information of its residents.  Such computer security requirements include secure user authentication protocols, secure access control measures, encryption of transmitted records and files containing personal information that will travel across public networks, reasonable monitoring of systems, encryption of all personal information stored on laptops or other portable devices, for files containing personal information on a system that is connected to the Internet, reasonably up-to-date versions of system security agent software, and education and training employees on the proper use of the computer security system and the importance of personal information security.
  

Secure user authentication protocols include:  Secure access control measures include restricting access to records and files containing personal information as well assigning unique identifications and passwords “that are reasonably designed to maintain the integrity of the security of the access controls.”
  The computer security requirements are required to the extent technically feasible for the person who owns or licenses the information at issue. Therefore, as with the written information security program, the computer security requirements depend on the size and scope of the business at issue.
  
Notice Requirements of Mass. Gen. Laws ch. 93H. 

In addition to the stringent security requirements provided in Mass. Gen. Laws ch. 93H and propounded upon in 201 CMR 17.00, the statute requires a person who knows of a security breach regarding personal information they maintain or store to the individuals whose information is involved in the security breach.
  The person is required to notify the owner or licensor of the information involved, the date of the security breach at issue and steps taken by the person relating to the incident.
  

Persons who own or license personal information have more stringent notice requirements regarding a breach of security related to personal information.  Mass. Gen. Laws ch. 93H § 3(b).  Persons who own or license personal information are required to notify the attorney general, the director of consumer affairs and business regulation as well as the resident of the breach in security related to personal information.
  Notice is required once a person or agency knows or has reason to know of a breach of security or when the person or agency knows the personal information was acquired or used by an unauthorized person or for an unauthorized purpose.
  The person who owns or licenses the information is required to include certain information to the Massachusetts resident upon breach of security pursuant to Mass. Gen. Laws ch. 93H § 3(b).
  Information to be included is the resident’s right to a police report and information regarding security freeze related to the resident’s personal information.
  

The introduction of the stringent security measures represents costly modifications that many businesses, including small businesses, who deal with personal information of Massachusetts residents have to take.  It was estimated, in or around October of 2008, that compliance with Mass. Gen. L. c. 93H would cost a business with 10 employees around $9,000 a year.
  Based upon that estimate, it appears the costs of compliance will be substantial.  Furthermore, the Massachusetts Attorney General’s Office is allowed to bring a consumer protection action pursuant to Mass. Gen. Laws ch. 93A against a person to remedy violations of Mass. Gen. Laws ch. 93H.  

Compliance with the new law regarding personal information security may be costly and cumbersome for businesses large and small, but time will tell whether the personal information of Massachusetts residents will be sufficiently protected by the new legislation.  As quickly as the political establishment may be able to establish guidelines and requirements, those who seek to misappropriate the information may be able to establish new means and methods for securing such personal information.  
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